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Course Description
· In today’s cyber world, it is important for engineers to understand and appreciate computer/information security as it has become an essential aspect of our day life. 
· This course provides students with concepts of computer security, cryptography, digital money, secure protocols, detection and other security techniques. 
· Upon the completion of this course, students should be able to understand, appreciate, employ, design and implement appropriate security technologies and policies to protect computers and digital information.

Course Objectives
· To understand basics of Cryptography and Network Security.
· To be able to secure a message over insecure channel by various means.
· To learn about how to maintain the Confidentiality, Integrity and Availability of a data
· To understand various protocols for network security to protect against the threats in the networks.
Course Outcomes

· After successful completion of the course, the learners would be able to 
·  Provide security of the data over the network. 
· Do research in the emerging areas of cryptography and network security. 
· Implement various networking protocols. 4. Protect any network from the threats in the world.











	


05 1x18 CRYPTOGRAPHY 
L–T–P : 3–0–0       									Credit : 3 
1. Introduction : The OSI Security Architecture, Security attack, Security Services, Security Mechanism, A model for Network Security.     								 Lecture : 4 
2. Symmetric Cipher : Classical Encryption Techniques, Symmetric Cipher Model, Block Cipher Principles, DES, Cryptanalysis, Block Cipher Design Principle, The Euclidean Algorithm, Finite field of Form GP(p), Advance Encryption Standard (AES), AES Cipher, Multiple Encryption and Triple DES, Stream, Placement of Encryption Function, Traffic Confidentiality, Key Distribution, Random number generation.Lecture : 15
3. Public Key Encryption and Hash Function : Fermat’s & Euler’s Theorems, The Chinese Remainder Theorem, RSA Algorithm, Diffe-Hellman Key Exchange, Elliptic Curve Cryptography, Massage authentication code, Security of Hash Functions and MAACs, Secure Hash algorithm, Whirlpool, HMAC, CMAC, Digital Signature.   									Lecture : 12 
4. Network Security Applications : Kerberos, X.509 Authentication Service, S/MIME, IP Security Architecture, Encapsulating Security Payload, Secure Socket Layer (SSL), Transport layer security, Secure Electronic Transaction.        								Lecture : 6 
5. System Security : Intrusion detection, Password Management, Virus countermeasure, Denial of Service Attack, Firewall design principles, Trusted System.    					Lecture : 6 
 
Text Book : 1. Cryptography and Network Security : Principle and Practice, 4e by William Stalling, Pearson Education/PHI. 
 
Reference Books :  1. Beginning Cryptography with Java by David Hook, Wiley Dreamtech.  
2. Modern Cryptography Theory & Practices by Wenbo Mao, Pearson Education.  
3. Cryptography for Database and Internet Application by Nick Galbreath, Wiley Dreamtech.  
4. Network Security : Private Communication in a Public World, 2e, by Charlie Kaufman, Radia Perlman and Mike Speciner, Pearson Education.




















	COURSE PLAN
	
	
	
	

	Semester
	7th  
	
	
	
	

	Course Code
	051x18
	
	
	
	

	Course Credit
	3
	
	
	
	

	Course Name
	Cryptography
	
	
	
	

	Branches
	Information Technology
	
	
	
	

	Course Coordinator
	Rajeev kumar
	
	
	
	

	Date
	03-08-2018
	
	
	
	

	
	
	
	
	
	
	
	

	Part-A
	Lecture Plan
	
	
	
	

	Sl. No.
	Topic Name
	Periods
	
	
	
	

	1
	Introduction to Cryptography
	 
	
	
	
	

	 
	1.1
	 The OSI Security Architecture, Security attack, Security Services
	2
	
	
	
	

	 
	1.2
	Security Mechanism, A model for Network Security. 
	2
	
	
	
	

	 
	 
	 
	 
	
	
	
	

	2
	 
	Symmetric Cipher 
	 
	
	
	
	

	 
	2.1
	Classical Encryption Techniques, Symmetric Cipher Model
	3
	
	
	
	

	 
	2.2
	Block Cipher Principle
	1
	
	
	
	

	 
	2.3
	DES
	2
	
	
	
	

	 
	2.4
	Cryptanalysis, Block Cipher Design Principle
	1
	
	
	
	

	 
	2.5
	The Euclidean Algorithm, Finite field of Form GP(p
	2
	
	
	
	

	 
	2.6
	Advance Encryption Standard (AES),
	2
	
	
	
	

	 
	2.7
	 AES Cipher, Multiple Encryption and Triple DES, Stream, Placement of Encryption Functio
	2
	
	
	
	

	 
	2.8
	Traffic Confidentiality, Key Distribution, Random number gener
	1
	
	
	
	

	 
	 
	
	 
	
	
	
	

	3
	 
	Public Key Encryption and Hash Function
	 
	
	
	
	

	 
	3.1
	Fermat’s & Euler’s Theorems, The Chinese Remainder Theorem
	2
	
	
	
	

	 
	3.2
	RSA Algorithm, Diffe-Hellman Key Exchange
	2
	
	
	
	

	 
	3.3
	 Elliptic Curve Cryptography, Massage authentication code
	2
	
	
	
	

	 
	3.4
	Security of Hash Functions and MAACs
	2
	
	
	
	

	 
	3.5
	Secure Hash algorithm, Whirlpool
	1
	
	
	
	

	 
	3.6
	HMAC, CMAC, Digital Signature
	2
	
	
	
	

	 
	 
	
	 
	
	
	
	

	4
	
	Network Security Applications 
	
	
	
	
	

	 
	4.1
	Kerberos, X.509 Authentication Security
	2
	
	
	
	

	 
	4.2
	 S/MIME, IP Security Architecture
	2
	
	
	
	

	 
	4.3
	Encapsulating Security Payload, Secure Socket Layer (SSL)
	2
	
	
	
	

	 
	4.4
	ransport layer security, Secure Electronic Transaction
	1
	
	
	
	

	 
	 
	
	 
	
	
	
	

	5
	 
	System Security 
	 
	
	
	
	

	 
	5.1
	Intrusion detection
	1
	
	
	
	

	 
	5.2
	 Password Management
	1
	
	
	
	

	 
	5.3
	Virus countermeasure, Denial of Service Attack
	2
	
	
	
	

	 
	5.4
	Firewall design principles, Trusted System
	2
	
	
	
	

	 
	 
	
	 
	
	
	
	

	 
	 
	TOTAL
	42
	
	
	
	

	
	
	
	
	
	
	
	

	 
	PART B
	Assignment Numbers
	Topics
	
	
	
	

	 
	1
	Assignment # 1
	1
	
	
	
	

	 
	2
	Assignment # 2
	2
	
	
	
	

	 
	3
	Assignment # 3
	3
	
	
	
	

	 
	4
	Assignment # 4
	4
	
	
	
	

	
	
	
	
	
	
	
	

	Text Books :
	
	
	
	
	
	

	
	1Cryptography and Network Security : Principle and Practice, 4e by William Stalling, Pearson Education/P
	
	
	
	

	Reference Books :
	
	
	
	
	
	

	
	1. Beginning Cryptography with Java by David Hook, Wiley Dreamtech. 
Modern Cryptography Theory & Practices by Wenbo Mao, Pearson Education. 
	
	
	

	
	
	
	
	
	

	
	2. Cryptography for Database and Internet Application by Nick Galbreath, Wiley Dreamtech
	
	
	
	
	

	
	3. Network Security : Private Communication in a Public World, 2e, by Charlie Kaufman, Radia 
Perlman and Mike Speciner, Pearson Education. 

	
	
	
	
	
	
	
	










ASSIGNMENT

1. Define the three security goals. List and describe security attacks that threaten security goals.
2. Distinguish between security services and security mechanisms.
3. What are the components of a Modern Block Cipher? Explain why modern block ciphers need to be designed as substitution ciphers.
4. Draw a block diagram showing a single round structure at the encryption site of DES algorithm and explain the main components and operations of a single round at the encryption site of DES algorithm
5. Discuss the weaknesses in DES algorithm.
6. Consider an RSA Public Key Cryptosystem 
A) Alice selects two prime numbers: p=5, q=11. Compute n, and Φ(n) ?
 B) Alice selects her public exponent e = 3, Is this choice for “e” valid? Why? 
C) Compute d , the private exponent of Alice? 
D) Now you want to send message M=4 to Alice. Encrypt your plaintext M using Alice public exponent. What is the resulting cipher text C?
E) Now Alice receives C, verify that Alice can obtain M from C, using her private decryption exponent. (use Fast Exponentiation /Square and Multiply method)
7. A) Briefly explain the idea behind the knapsack cryptosystem 
B) Given the super increasing tuple b=[7,11,19,39,79,157,313], r =37, and modulus n=900, encrypt and decrypt the letter "g" using the knapsack crptosystem. Use [4 2 5 3 1 7 6] as the permutation table. ( The 7-bit ASCII representation of "g" is (1100111)2 )
8. Alice needs to send the message "Enemy attacks to night" to Bob. Assume that Alice and Bob used the transposition-cipher encryption key (3,1,4,5,2). What is the decryption key? If the double transposition cipher is used, what is the cipher text?
9. State and explain four kinds of cryptanalysis attacks based on what is known to the attacker.
10. List and describe briefly four modes of operations and explain why modes of operation are needed (possibly use a diagram).
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Department of  Information Technology   Vision    To achieve global standard in quality of education, research & development in  Information Technology by adapting to the rapid technological advancement to  empowering the IT - industry with the wings of knowledge  and power of innovation  though knowledge creation, acquisition and dissemination for the benefit of Society  and Humanity.   Mission       To produce well - rounded ,   up to date, scientifically tempered, design oriented  engineer and scientists capable of lifelong  learning.      To produce technologically competent and ethically responsible graduates  through balanced and dynamic curriculum.      To develop highly analytical and qualified IT engineers by imparting training on  cutting edge technology professional ethics to make   the nation as a knowledge  power.      To generate high quality knowledge resource in area of Information Technology  and in emerging area to make valuable contribution in IT - Sector for social and  economic development of nation and to make organized for identifi cation,  monitoring and control of objective attributes of quality for continuous  enhancement of academic progress, infrastructure and ambience.    
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Department of Information Technology

Vision 

To achieve global standard in quality of education, research & development in Information Technology by adapting to the rapid technological advancement to empowering the IT-industry with the wings of knowledge and power of innovation though knowledge creation, acquisition and dissemination for the benefit of Society and Humanity.

Mission 

· [bookmark: _GoBack]To produce well-rounded, up to date, scientifically tempered, design oriented engineer and scientists capable of lifelong learning.

· To produce technologically competent and ethically responsible graduates through balanced and dynamic curriculum.

· To develop highly analytical and qualified IT engineers by imparting training on cutting edge technology professional ethics to make the nation as a knowledge power.

· To generate high quality knowledge resource in area of Information Technology and in emerging area to make valuable contribution in IT-Sector for social and economic development of nation and to make organized for identification, monitoring and control of objective attributes of quality for continuous enhancement of academic progress, infrastructure and ambience.
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Information Technology   Program Educational Objectives     After   4 to 5 years of graduation a B. TECH   ( IT ) graduate would be able to     I.   Graduates of the program will be employed in the computing profession, and will be  engaged in learning, understanding, and  applying new ideas and technologies as the  field evolves.   II.   Graduates with an interest in, and aptitude for, advanced studies in computing will have  completed, or be actively pursuing, graduate studies in computing.   III.   Graduates will be informed and involved me mbers of their communities, and  responsible engineering and computing professionals who take appropriate account,  in their professional work, of such issues as privacy, security, copyright etc. in ways that  are consistent with the ACM/IEEE Code of Conduct.   Information Technology     Student Outcomes     Students who complete the B. TECH   degree in  IT   will be able to:   a.   a n ability to apply knowledge of computing, mathematics including discrete  mathematics as well as probability and statistics, science, and  engineering;   a.   an ability to design and conduct experiments, as well as to  analyse   and  interpret data;   b.   an ability to design, implement, and evaluate a software or a  software/hardware system, component, or process to meet desired  needs within realistic  constraints such as memory, runtime efficiency, as  well as appropriate constraints related to economic, environmental,  social, political, ethical, health and safety, manufacturability, and  sustainability considerations;   c.   an ability to function on multi - disc iplinary teams;   d.   an ability to identify, formulate, and solve engineering problems;   e.   an understanding of professional, ethical, legal, security and social issues  and responsibilities;   f.   an ability to communicate effectively with a range of audiences;   g.   an abilit y to  analyse   the local and global impact of computing on  individuals, organizations, and society;   h.   a recognition of the need for, and an ability to engage in life - long learning  and continuing professional development;   i.   a knowledge of contemporary issues;   j.   an  ability to use the techniques, skills, and modern engineering tools  necessary for practice as a  IT   professional;   k.   an ability to  analyse   a problem, and identify and define the computing  requirements appropriate to its solution;   l.   an ability to apply mathematic al foundations, algorithmic principles, and  computer science theory in the  modelling   and design of computer - based  systems in a way that demonstrates comprehension of the  trade - offs   involved in design choices;  
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After 4 to 5 years of graduation a B. TECH (IT) graduate would be able to 

I. Graduates of the program will be employed in the computing profession, and will be engaged in learning, understanding, and applying new ideas and technologies as the field evolves.

II. Graduates with an interest in, and aptitude for, advanced studies in computing will have completed, or be actively pursuing, graduate studies in computing.

III. Graduates will be informed and involved members of their communities, and responsible engineering and computing professionals who take appropriate account, in their professional work, of such issues as privacy, security, copyright etc. in ways that are consistent with the ACM/IEEE Code of Conduct.

Information Technology  Student Outcomes



Students who complete the B. TECH degree in IT will be able to:

a. an ability to apply knowledge of computing, mathematics including discrete mathematics as well as probability and statistics, science, and engineering;

a. an ability to design and conduct experiments, as well as to analyse and interpret data;

b. an ability to design, implement, and evaluate a software or a software/hardware system, component, or process to meet desired needs within realistic constraints such as memory, runtime efficiency, as well as appropriate constraints related to economic, environmental, social, political, ethical, health and safety, manufacturability, and sustainability considerations;

c. an ability to function on multi-disciplinary teams;

d. an ability to identify, formulate, and solve engineering problems;

e. an understanding of professional, ethical, legal, security and social issues and responsibilities;

f. an ability to communicate effectively with a range of audiences;

g. an ability to analyse the local and global impact of computing on individuals, organizations, and society;

h. a recognition of the need for, and an ability to engage in life-long learning and continuing professional development;

i. a knowledge of contemporary issues;

j. an ability to use the techniques, skills, and modern engineering tools necessary for practice as a IT professional;

k. an ability to analyse a problem, and identify and define the computing requirements appropriate to its solution;

l. an ability to apply mathematical foundations, algorithmic principles, and computer science theory in the modelling and design of computer-based systems in a way that demonstrates comprehension of the trade-offs involved in design choices;

m. an ability to apply design and development principles in the construction of software systems of varying complexity.
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          1.   Scope and Objective s   of the Course        To understand basics of Cryptography and Network Security.      To be able to secure a  message over insecure channel by various means.      To learn about how to maintain the Confidentiality, Integrity and Availability of  a data      To understand various protocols for network security to protect against the  threats in the networks.     2 .   Text Books:      Text Book :       Cryptography and Network Security : Principle and Practice, 4e by William  Stalling, Pearson Education/PHI.           Beginning Cryptography with Java by David Hook, Wiley Dreamtech.        Modern Cryptography Theory & Practices by Wenbo Mao, Pearson Education.        Cryptography for Database and Internet Application by Nick Galbreath, Wiley  Dreamtech.        Network Security : Private Communication in a Public World, 2e, by Charlie  Kaufman,  Radia Perlman and Mike Speciner, Pearson Education.                1.   Evaluation Scheme:  

Component 1*  Sessional Test (ST)*  20  

Component 2  Assignment  Evaluation  10  

Component 3**  End Term Examination**  7 0  

 Total  100  

             

Institute / School  Name :  Muzaffarpur Institute Of Technology ,  Muzaffarpur, Bihar  

Program Name  IT   B.Tech II (7TH   SEM)  

Course Code  051X18  

Course  Name  CRYPTOGRAPHY    

Lecture / Tutorial  (per week):  3(3 HR)  Course  Credits  0  

Course Coordinator  Name  Assistant Professor Rajeev Kumar  
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		Institute / School Name :

		Muzaffarpur Institute Of Technology,  Muzaffarpur, Bihar



		Program Name

		IT B.Tech II (7TH SEM)



		Course Code

		051X18



		Course Name

		CRYPTOGRAPHY 



		Lecture / Tutorial (per week):

		3(3HR)

		Course Credits

		0



		Course Coordinator Name

		Assistant Professor Rajeev Kumar









1. Scope and Objectives of the Course



· To understand basics of Cryptography and Network Security.

· To be able to secure a message over insecure channel by various means.

· To learn about how to maintain the Confidentiality, Integrity and Availability of a data

· To understand various protocols for network security to protect against the threats in the networks.



2. Text Books: 

 Text Book : 

· Cryptography and Network Security : Principle and Practice, 4e by William Stalling, Pearson Education/PHI. 

 

· Beginning Cryptography with Java by David Hook, Wiley Dreamtech.  

· Modern Cryptography Theory & Practices by Wenbo Mao, Pearson Education.  

· Cryptography for Database and Internet Application by Nick Galbreath, Wiley Dreamtech.  

· Network Security : Private Communication in a Public World, 2e, by Charlie Kaufman, Radia Perlman and Mike Speciner, Pearson Education.



        

1. Evaluation Scheme:

		Component 1*

		Sessional Test (ST)*

		20



		Component 2

		Assignment  Evaluation

		10



		Component 3**

		End Term Examination**

		70



		

		Total

		100



















SYLLABUS



		Topics

		No of lectures

		Weightage



		Introduction to C++: Object Oriented Technology, Advantages of OOP, Input- output in C++, Tokens, Keywords, Identifiers, Data Types C++, Derives data types. The void data type, Type Modifiers, Typecasting, Constant, Operator, Precedence of Operators, Strings.	

		3

		7%



		Control Structures: Decision making statements like if-else, Nested if-else, goto, break, continue, switch case, Loop statement like for loop, nested for loop, while loop, do-while loop.    			

		3

		7%



		Functions: Parts of Function, User- defined Functions, Value- Returning Functions, void Functions, Value Parameters, Function overloading, Virtual Functions.

		3

		7%



		Classes and Data Abstraction: Structure in C++, Class, Build- in Operations on Classes, Assignment Operator and Classes, Class Scope, Reference parameters and Class Objects (Variables), Member functions, Accessor and Mutator Functions, Constructors, default Constructor, Destructors.   			

		15

		34%



		Overloading & Templates: Operator Overloading, Function Overloading, Function Templates, Class Templates.              

		5

		11%



		Inheritance: Single and Multiple Inheritance, virtual Base class, Abstract Class, Pointer and Inheritance, Overloading Member Function.           

		5

		11%



		Pointers and Arrays: Void Pointers, Pointer to Class, Pointer to Object, This Pointer, Void Pointer, Arrays.             

		6

		12%



		Exception Handling: The keywords try, throw and catch. Creating own Exception Classes, Exception Handling Techniques (Terminate the Program, Fix the Error and Continue, Log the Error and Continue), Stack Unwinding.             

		5

		11%



















This Document is approved by:

		Designation

		Name

		Signature



		Course Coordinator

		RAJEEV KUMAR

		



		H.O.D

		VIJAY KUMAR

		



		PRINCIPAL

		

		



		Date

		

		











Evaluation and Examination Blue Print:

Internal assessment is done through quiz tests, presentations, assignments and project work. Two sets of question papers are asked from each faculty and out of these two, without the knowledge of faculty, one question paper is chosen for the concerned examination. The components of evaluations alongwith their weightage followed by the University is given below

Sessional Test				20%

Internals				10%	

End term examination			70%

Page 1 of 3
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Quality Measurement Sheets   a.   Course End Survey  

ACADEMIC YEAR:  SEM:  DATE:  

COURSE:  CLASS:  FACULTY:  

  Please evaluate on the following scale:  

Excellent(E)  Good(G)  Average(A)  Poor(P)  No  Comment(NC)  

5  4  3  2  1  

 

SNO  QUESTIONAIRE  E   5  G   4  A   3  P   2  NC   1  Avg  %  

GENERAL OBJECTIVES:  

1  Did the course achieve its stated objectives?        

2  Have you acquired the stated skills?        

3  Whether the syllabus content is adequate to achieve the  objectives?        

4  Whether the instructor has helped you in acquiring the  stated  skills?        

5  Whether the instructor has given real life applications of the  course?        

6  Whether tests, assignments, projects and grading were fair?        

7  The instructional approach (es) used was (were) appropriate to  the course.        

8  The instructor motivated me to do my best work.        

9  I gave my best effort in this course        

10  To what extent you feel the course outcomes have been achieved.        

Please provide written comments:      

a)   What was the most effective part of this  course        

b)   What are your suggestions, if any, for changes that would improve this course?        

c)   Given all that you learned as a result of this course, what do you consider to be most important?        

d)   Do you have any additional comments or clarifications to  make regarding your responses to  any particular survey item?      

e)   Do you have any additional comments or suggestions that go beyond issues addressed on this  survey?      
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Quality Measurement Sheets

a. Course End Survey

		ACADEMIC YEAR:

		SEM:

		DATE:



		COURSE:

		CLASS:

		FACULTY:







Please evaluate on the following scale:

		Excellent(E)

		Good(G)

		Average(A)

		Poor(P)

		No Comment(NC)



		5

		4

		3

		2

		1







		SNO

		QUESTIONAIRE

		E

5

		G

4

		A

3

		P

2

		NC

1

		Avg %



		GENERAL OBJECTIVES:



		1

		Did the course achieve its stated objectives?

		

		

		

		

		

		



		2

		Have you acquired the stated skills?

		

		

		

		

		

		



		3

		Whether the syllabus content is adequate to achieve the objectives?

		

		

		

		

		

		



		4

		Whether the instructor has helped you in acquiring the stated skills?

		

		

		

		

		

		



		5

		Whether the instructor has given real life applications of the course?

		

		

		

		

		

		



		6

		Whether tests, assignments, projects and grading were fair?

		

		

		

		

		

		



		7

		The instructional approach (es) used was (were) appropriate to the course.

		

		

		

		

		

		



		8

		The instructor motivated me to do my best work.

		

		

		

		

		

		



		9

		I gave my best effort in this course

		

		

		

		

		

		



		10

		To what extent you feel the course outcomes have been achieved.

		

		

		

		

		

		



		Please provide written comments:



		

		



		a) What was the most effective part of this course









		b) What are your suggestions, if any, for changes that would improve this course?









		c) Given all that you learned as a result of this course, what do you consider to be most important?









		d) Do you have any additional comments or clarifications to make regarding your responses to any particular survey item?







		e) Do you have any additional comments or suggestions that go beyond issues addressed on this survey?












TEACHING EVALUATION

COLLEGE NAME

Department of Civil Engineering

Course Assessment

		ACADEMIC YEAR:

		SEM:

		DATE:



		COURSE:

		CLASS:

		FACULTY:







		Assessment

		Criteria Used

		Attainment Level

		Remarks



		Direct (d)

		Theory

		

		



		

		External Marks

		___

		

		

		



		

		Internal Marks (Theory)

		

		

		

		



		

		Assignments

		

		

		

		



		

		Tutorials

		

		

		

		



		Indirect (id)

		Course End Survey

		

		

		

		



		Theory: Course Assessment (0.6 × d+ 0.4 × id)
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