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Assignment I

1)  Explain Public Key Cryptography in Brief. Also Explain  RSA algorithm with an example.
2) Explain Hill- Cipher and Play-Fair cipher with an example.

3) Hash Functions. In this problem we consider hash functions on a finite domain (from {0, 1} n(k) to {0, 1} m(k) ). 
a) Preimage collision resistance != Second-preimage collision resistance. Suppose H is preimage collision resistant. Modify H to H0 (possibly with a different domain), so that the latter remains preimage collision resistant, but is not second-preimage collision resistant. (Prove these properties of H0 .) 
b) Second-preimage collision resistance != Preimage collision resistance. Given a CRHF H which compresses by two bits (say from n bits to n−2 bits), construct a CRHF H0 that compresses by one bit (say from n + 1 bits to n bits), such that the function f(h 0 , x) = (h 0 , h0 (x)) (where h 0 ∈ H0 ) is not a OWF. (In both H and H0 , collision-resistance holds when the hash function is drawn uniformly at random from the family.) 

4) Discuss Cryptography in detail with diagram.




                                                      Assignment II
1. Explain Firewall in detail.
2. Explain IDS in detail. Also Discuss some tools of IDS.
3. Explain DES in Brief.
4. Discuss Project Venona.
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